SI E M E N S Power Transmission and Distribution
Energy Automation

Remote control SIPROTEC 4 with EN100 over ISDN-Modem-Router

Data transmission takes place via an RDT connection of an ISDN modem with an ISDN router
and SIPROTEC 4 devices with EN100-interface.

Operation concept SIPROTEC 4 with Ethernet module EN100

The figure below displays a typical hardware structure for V4-protection devices with Ethernet-
interface in the installation. The protection devices with electrical EN100-interface are connected to
the switches via patch cables. The devices with optical EN100 module are looped into the optical
double ring in the form of a ring together with the switches.

The switches together with the protection devices constitute a local subnet (LAN) with its own
address range.

The ISDN modem router which enables the remote connection via an ISDN dial-up line to the control
centre, is also connected to the LAN with a patch cable. As a rule, the router is assigned the first IP
address, which is then the standard gateway for all users.

The connection is established by the control centre with an RDT connection in Windows XP with an
ISDN modem. The DIGSI 4 protection devices can then be operated. To connect various substations,
an RDT dial-up connection is required for each substation.

Remote control SIPROTEC 4 Devices with EN100 Ethernet-Module with DIGSI 4
over INSYS Pocket ISDN Modem to INSYS ISDN-Router with Switch
and external optical / electrical Switch

Remote control

DIGSI 4 with DIGSI 4
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digital network

Office PC

Office-modem INSYS Pocket
7XV5820-2AA00 (digital ISDN)

Substation-ISDN-Router/ Switch
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7XV5810-0BA00
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Power
I 7XV
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Central control
with DIGSI 4 SIPROTEC 4 Devices SIPROTEC 4 Devices SIPROTEC 4 Devices
with electrical EN100-Interface with electrical EN100-Interface with optical EN100-Interface

For testing and diagnostic services, or on-site operation of the protection devices, a laptop PC can
additionally be connected to the subnet, using a patch cable. Detailed application examples
regarding the construction of a local subnet can be found in the EN100 manual under

www.SIPROTEC.com / Prot. Devices / General Information / Communication.
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Introduction

The possibilities of remote control of SIPROTEC devices are manifold. Help regarding the selection
of “Your” remote control concept can be found in the document “Notes” in the Internet under
www.SIPROTEC.com / Applications / Remote control

This document describes the procedure for secure remote control of SIPROTEC 4 devices with
DIGSI 4 via the modems INSYS Pocket Profi ISDN (table-top device in the office) and INSYS ISDN-
router (rail mounted ISDN-Router in the substation) in detail.

The application described here was successfully tested with Windows XP SP2

and DIGSI 4.81 as well as 4.82. The following modems were used during the tests:

Office modem: INSYS Pocket Profi ISDN (desktop model with plug-in power adapter)
Substation modem: INSYS ISDN-Router (rail mounted device with external wide range power
adapter).

The modem drivers TA+POX (PPP,V.120,X.25,V.110) used here for the INSYS Pocket Profi ISDN
modem are located on the supplied CD or may be found in the Internet under:

www.SIPROTEC.com / Accessories / 7XV5820/ ...

The safety concept

The safety concept regarding interference on the entire transmission line, as well as the risk of
unauthorised access to the protection devices are taken regard of with correspondingly high priority
measures.

Transmission security is ensured by an efficient error correction procedure along the transmission
line. The settings of the modems described here take cognisance of this concept.

The substation with SIPROTEC 4 devices is protected from unauthorised access by an RDT
connection with login-name, password and restricted call acceptance from specified telephone
numbers.

The most important general rules
= For remote control under Windows XP Prof. only use DIGSI 4.80 + SP2,
DIGSI 4.81 + HF1, DIGSI 4.82 or newer DIGSI-versions.

= Always use the modem drivers referred to in the application manuals.
These may be downloaded from the Download-Area under www.SIPROTEC.com.

= Each protection device in the substation must have a distinct IP address.
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Creating a project and substation in DIGSI 4

£ DIGSI Manager - Region London
File Edit

Insert Device Yiew Ophions ‘Window Help

- BEM

| < NoFilter >

[ 5ubstation E ast

[ 5ubstation wWest  EE] Phone Book

([ Feeder 1
+-[_7] Feeder 2

+-[[1 Feeder 3
=1-21 Substation \West File Edit Insert Dewice Yiew Opkions Window Help
[ Feedsr 1 ~ B B [w e o= | g - v
31-(E3) Feeder 2 0= & 0 e B |<N|:|F|Iter> J v % = E
-3 Feedar 3 57 Region London -- D:\DIGSI 4 Anlagen (D4proj)\D4proj\Region_L

Fegion London ; FEJE31 V42 ; FoJE33 VAR

-1-2 Substation East
(L1 Feeder 1
+-[_7]) Feeder 2
+-[_7]) Feeder 2

=20 Substation West
B8] Feeder 1]

+-[_7] Feeder 2
+-[_7] Feeder 3

Press F1 ko get Help,

The new project in DIGSI 4 with substation files, feeder files and protection devices may be de-
archived from an archived substation or be newly created.
The procedure is described in the , SIPROTEC System Manual”.

Before the necessary settings for remote control are done, the local connection to all protection
devices via the central interface (e.g. at the LAN connection of the ISDN router) must be tested (see
Figure 1).

Please also note the detailed application examples for the structure of a local subnet in the EN100
manual under:

www.SIPROTEC.com / Prot. Devices / General Information / Communication.

Note:
e All devices require an EN100-system interface
e Each device must have a unique IP-address.
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Setting the protection devices

The Ethernet-system interfaces of the SIPROTEC-protection devices must all be assigned with
different
IP-addresses. The IP-addresses of the PC’s, the routers and other devices in the network may not be

E piGs| Manager - Region London
File Edit Insert Device Wiew Options ‘Window Help

0= = "< Mo Fiter > % BB Mms

FEX
] 751631 w42 o Ob' R T
+1-[_]) Substation East pen e i
=11 Substation West ok P
O P Copy Chrl+C
+ D Feeder 2
+ D Feeder 3
Delete Deal

Configure DIGSI 4 ...
Initialize device...
DIGEI -=> Device ...
Read out process data
Export device. ..

Update parameter set...

Alt+Return

Displays properties of the selected object for editing.
assigned again.

For the purpose of setting the Ethernet-system interface (EN100), a connection via the front interface
of the relevant device is created with DIGSI 4. Thereafter, , Object Properties..." is opened with the
right mouse button.

In the window , Properties” the IP
addresses of the protection devices can
be assigned under ,, Communication

Properties - SIPROTEC 4 variant

General] MLFE ] Communication modules] DIGS| Manager  Communication parameters l

“ General
param eters”. YD address: IW Mirrar D 1043
The , IP address* must be allocated in o ] =l o anet -
the same subnet range as the router. System interface [Ethermet]
(here 192'168'20'XXX)' IPaddess | 192 168 . A0 . A0 !Fn;i?g?gﬁo consisten_c:y check here for
Sl s [ 285 26 D el eitared seliles
The , Subnet mask” 255.255.255.0 Standard gateway: | 182 . 188 . 20 . 1
allows for the allocation of addresses to UDP pot: 50 000
254 devices (incl. PC, Router, etc.). i
The IP address of the ISDN router is
always used as the , Standard gateway*
Cancel Help

All other entries should not be changed.

Close the window with ,, OK* and save the settings in DIGSI and the protection devices.

HELP_DIG48_SIP4_INSYS_MOROS_ISDN_EN100_EN1.DOC Seite 4 von 25 27 82,2002

SIEMENS

slemens-russia.com


http://siemens-russia.com/

SI E M E N S Power Transmission and Distribution
Energy Automation

Installing the modem driver

If the office modem “INSYS Pocket ISDN TA" was already connected prior to the re-start of the
computer, the modem is recognised by Windows XP as a PnP modem during the start, and the
installation process is started automatically.

The suggested driver TA+POX X.75 (PnP) is not needed for this application.
Once the driver has been installed this irritating installation suggestion will not appear in future.

Found New Hardware Wizard

Connect the modem.

Re-start the computer.

Thiz wizard helps you install software far:

Ta+POx .75 [PnF)
Select the point , Install the software

automatically ..." in ,Found New N 1t vour hard b o itallation CD
H “ i your hardware came with an installation

Hardware leard &2 or floppy disk, insert it now.

Select Install.

“what do you want the wizard to do?

(@) nstall the software automatically [Fecommended}

Insert the driver CD.

() Install from a list or specific location (Advanced)

Click Mext to continue.

Next >

< Back “ Ment > ][ Cahcel

Follow the instructions in Windows and
install the driver.

The correct modem driver TA+POX (PPP,V.120,X.25,V.110) for this application is included with
the modem on a CD, or may be downloaded from the “SIPROTEC-Download-Area“. For the purpose
of installation the INSYS-driver-CD must be inserted into the CD/DVD-drive of the computer,
alternatively the driver must be available from the hard-drive or another storage medium.

The driver, unzipped to C:\Siemens\... is then installed from the SIPROTEC-Download-Area.

In the ,, Control Panel* the R T—— PIX
»,Phone and Modem Options” are opened.

Dialing Rules | Modems | Advanced

.ﬁ The following modems are instaled:

e

Maodzm Attached To
@ | ucent Technologies Soft Modem AMP COM3

With , Add...“ a new modem driver
is installed in Windows.

| Add... |[ Bemave ][ Properties

A7 NO A"NNO

HELP_DIG48_SIP4_INSYS_MOROS_ISDN_EN100_EN1.DOC Seite 5 von 25 7 02,2002

SICIMCNS=TUSS 14000


http://siemens-russia.com/

SI E M E N S Power Transmission and Distribution
Energy Automation

Add Hardware Wizard

The modem must be selected manually.

Install New Modem o
Do you want Windows to detect pour modem?

To do this put a check at

»Don’t detect my modem;
| will select it from a list."

Windows will now try to detect your modem. Before
continuing, you should:

1. If the modem iz attached to your
computer, make sure it is tuned on.

2. Quit any programs that may be using
the: modem.

Click Mexst when vou are ready to continue.

v iDon't detect my moderm; | will select it from a list

» Next >*

[ < Back “ Ment > ][ Cahcel ]

Add Hardware Wizard

Inztall New Modem Y

Install the new modem from

Select the manufacturer and rodel of pour moderm. IF your madern iz not listed, or if you
w have an installation disk. click Have Disk.

b anufacturer tModels ~

W

,Have Disk..." s

[k This driver iz digitally signed.

Tel me why driver signing is important

,,NeXt >4 < Back “ Mext » ][ Cancel ]

Install From Disk E|
with \5 Ingert the manufacturer's installation digk, and then
L= make sure that the comect dive iz selected below.
,Browse..."

search the relevant drive for the driver
(e.g. C:\Siemens\INSYS-ISDN ).

LCopy manufacturer's files from:

m ¥ (o ]
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Locate File

The modem driver is located in the Look jr: | £ INSYS1SDN o2 mE

following path

e.g.
C:\Siemens\INSYS-ISDN.

}mdmsthux.inF
mdmskpo, inf
_'}mdmstppx.inf

Mark the driver file
mdmstpox.inf

and
File name: rndrmzstpox.inf V| [ Qpen ]
Files of type:
»Open*

X)

Install From, Disk

Ingert the manufacturer's installation digk, and then
L= make sure that the comect dive iz selected below.

Cancel

Continue with , OK*

LCopy manufacturer's files from:

CASiemenzhIMSY'S-ISDM V| [ Browse...

Add Hardware Wizard

Install New Modem .

. 'q Select the manufacturer and model of pour modem. If your modem is not listed, or if you
Check the modem driver M have ar installation disk, click Have Disk.
TA+POX (PPP,V.120,X.25,V.110) and
| Models Al
Ta+Hx = 25D .

TaHUe =75 =

€

,Next >*

& Thiz driver iz not digitally signed!

Tell me why driver signing is important

< Back “ Mext > ][ Cancel ]

A7 NO A"NNO
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Add Hardware Wizard

Install New Modem o
Select the port(s) you want to install the modem on.

You have selected the follawing modern:
|T.£\+F'D>< [FPP.VI20,:.25.%.110)

Select the serial port e.g.,
, COM1*

which will later be connected with the
modem.

O which ports do you want to install it?

" Al ports
(* Selected ports

» Next >*
[ < Back ” Mext » l [ Cancel ]
Hardware Installation

L E The zoftware vou are inztalling for thiz hardware:

L
This Windows XP warning may be TA+POX [PPP, V.120, .25, .10
ignored. The driver was tested with
Windows XP.

has not pazzed Windows Logo testing to werify itz compatibility
with windows %P, [Tell me why this testing iz important. |

Continuing your installation of thiz zoftware may impair
or destabilize the correct operation of your syztem
either immediately or in the future. Microsoft strongly
recommends that you stop thizs inztallation now and
contact the hardware vendor for zoftware that has
paszzed Windows Logo testing.

Continue with

~continue Anyway"

[ Continue Arnpway ] LETDPInstaIIatiDn |

Add Hardware Wizard

Install New Modem o
oder inztallation iz finished!

Your modem has been et up successfully.

If pou want to chatge these settings, double-click the
Fhone and Modem Options icon in Control Panel, click the
Modems tab, select thiz modem, and then click Properties.

The installation is completed with
, Finish*
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Setting the modem driver

These settings of the system modem driver are used
during each dial-up procedure for initialisation of the
modem driver and must be done exactly as described.

In the overview of the installed modem drives, the presently
installed modem driver is shown.

With , Properties” the settings of the marked modem driver
can be controlled and changed.

The pre-setting ,, Maximum Port Speed*”
of 115200 is not changed.

In the pull-down window ,, ISDN* the ,,European ISDN
(DSS1)” is selected under , Switch Type*“.

Under , First Number* the own telephone number is entered.
This number is later interrogated by the substation router
during “selective call-acceptance”.

Continue to the pull-down menu ,, Advanced”

Power Transmission and Distribution
Energy Automation

Phone and Modem Options

Dialing Hules! Moderns |Advanced

Iﬁ! . The following modems are installed:

Modem Attached To
@ Lucent Technologies Soft Modem AMR COm3
CO1

[ Add ][ Bemave ][ Properties

TA-POX (PPP, ¥.120, X.25, ¥.110) Properties 353

Ganerali Diagrostics | ISDN | Advanced | Driver

Part,  COM1

Speaker valume

M awirnurm Part Speed

[ 115200 ~|

Dial Contral

TA-POX (PPP, V.120, X.25, V. 110) Properties 3]

General | Modem || Diagnastics | 1SDN !Advanced Driver

Switch Type

First Murnber

4399635 |

SPID/EAZ: |

Second Mumnber

SPID/ESZ: | |
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Settings in the pull-down menu ,, General“:

The “Call preferences* do not have to be changed.

Do not change the ,Data Connection Preferences*”

Port speed 115200
Data Protocol PPP (64K)
Compression

Flow control Hardware

Settings in the window ,, Advanced”:

Do not change the ,Hardware Settings

Data bits 8
Parity None
Stop bits 1
Modulation

Close all windows with ,, OK“.

, Restart"
the PC.

Power Transmission and Distribution
Energy Automation

TA+POX (PPP, V.120, X.25, V.110) Default... [? [X]

General | Advanced |

Call preferences

Dizconnect a call if idle for more than I:I iz

Lancel the call if nat cannected within B0

[rata Connection Preferences

Port speed: | 119200 s
D ata Protocal: PPP [G4K] b

Compression;

Flow control; | Hardware Bt

oK ] ’ Cancel

TA+POX (PPP, V.120, X.25, V.110) Default... [? |[X]

| General |

Hardware Settings

Data hits: | 8 Bl |
Erarity: | Mone A |
Stop bits: | 1 bl |

Ok ] ’ Cancel

Stand By
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Setting the Ethernet-interface of the PC

- Local Area Connection Status

To set the ISDN router via it's LAN interface, a PC/Notebook
with Ethernet interface must be connected. Prior to this, the

General | Support

. . . Connection
interface must be configured accordingly. et Commastod

Diuration: 00.01:26
Connect the PC with a patch-cable to the ISDN router and Shost i
open the window ,Local Area Connection Status” .

Activity
Sent 31' Received
L

Packets: 21 2

Then open the next window with the button , Properties®”.
| Properties |[ Dizable

L Local Area Connection Properties

All elements in the window , Local Area Connection T m—— ererm——
Properties”

Connect using:

B Intel 3255x-based POl Ethemnet Adap

Thiz connection uses the following items:

%Elient for Microsoft Metwork.s

“ File and Printer Sharing for Microsoft Metworks
Under , General“ the element _ ) 8 (105 Packet Schechier

»Internet Protokoll (TCP/IP)“ is marked and the button L Intemet Protocol (TCP/P)

»Properties” is selected.

remain checked.

Description

Transmizsion Control Protocaol/lnternet Protocaol. The default
wide area netwark. protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Motify me when this connection hag limited or no conmectivity

If ,Show icon in notification area when connected” is
checked, an existing connection is displayed, and the status
window may be opened at any time. [ ok J[ cacel |

Internet Protocol (TCP/IP) Properties

General

Most networks obtain the IP address automatically from the s Camebily, Dlpenan s et ok o reswone istone I
router or server. the appropriate |P settings.
To set the ISDN router, (Default-IP 192.168.1.1) the IP gﬁ"‘thfrwdzlpdd‘“‘“'”
address of the PC must be located in the same network i o 1 2
Segment' Subnet mask: 285 0285 285 . 0

Default gateway: 192 .0168. 1 . 1
For this purpose
IP address: 192.168.1.2 (IP-PC) ® Use the folowing DNS server adesses:
Subnet mask: 255.255.255.0 (Range 1-254) sl L
Default gateway:  192.168.1.1 (IP-Router) e |
is set under ,,Use the following IP address:*.
Save everything with ,, OK" and close.
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Setting the ISDN-Router with the Default-IP-address

The ISDN-router is set with an HTML-menu, which is opened by entering the default IP-address
192.168.1.1 in the Internet-Explorer or another Browser.

a about:blank - Microsoft Internet Explorer

File Edit View Favorites  Tools  Help .',';
€ Back 'x <>} v, /_) Search “;'n" Favarites ‘ - =N = [ d

G|, Xe e =
Address |@ httpeff192.168.1.1 V| Go Links **

Connect to 192.168.1.1

Fil

User name: | 7 insys w |

Passwiard: | Y| |

[CIremember my passward

L QK J [ Caniel

&] Opening page http: /{192, 168.1.1/... T — S
3 INSYS MolloS - Microsoll Internel Explorer .
Bo E% Yow Fpoddes o b ~
During the first log-in, the user name O~ O B@OG Pk @3B 5-UBS
,insys* and the password , moros® must |2 FEie
be entered.
The user name and the password should
be changed as described hereunder. [“Basic settings ]
J [ DHCP
After successful log-in the main menu
,Home" is displayed oo
Here, the settings can be done in blocks
and saved.
[ Holp
'] B Interrat
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Basic Settings

Under , Authentication” the user name
and password for log-in purposes can be
altered and saved.

Without valid log-in, no security relevant
settings can be changed, which increases
protection against unauthorised access.

Save with , OK".

Under , Ethernet Addresses” the
IP-address and subnet mask

of the ISDN-Routers may be changed, in
other words, it can be adapted to the
subnet of the substation. (e.g.
192.168.20.1).

The worldwide unique MAC- address is
only displayed and cannot be changed.

Save with , OK".

Under , DNS" no entries are required.

To further set the ISDN-router, the browser window must be
closed and the IP address of the PC must be adapted to the

new IP address of the router.

192.168.20.2
255.255.255.0
192.168.20.1

IP address:
Subnet mask:
Default gateway:

Save with , OK"“ and close.

1) INSYS MoltoS - Microsoll Intesne! Explorer EIEI%
Blo E& Yow Fpodes Toch Hep ir
N A =, = ;
O - O (2] [ @ @ POt grrean @) -0 W B3
] hrpoinisz. 160 .0f | o "

Power Transmission and Distribution
Energy Automation

Home
Basic Settings
DHCP

SDN

Dial-Out

Outputs

| _Home S
[ _DHCP

System

Hel

g (A

Qe -

] heepiif1ad 16000}

I INSYS Molto5 - Microsall Internel Explorer
e G Yew Fpodes Ioch Hep

LIET- R

Basic Settings

Authentication

Usarmarme
Fassword

Retypa Password

3]

Ethernet Addresses

Search

preen @) -0 M -LJE 3

Home

Basic Settings

o
I
n
o

wn
=

Dial-Out

Outputs
System

Hel

(3
g

Ethernet Addresses

P Address
Haotmask Addrass: 255 255 26510
MAC-Address

(68

132188 201

D005 BEODISFA

DNS

First DNS-Senver Addrass
Sacond DNS-Server Address: -

127000

(IP-PC)

(range 1-254)

(IP-Router)

Internet Protocol (TCP/IP) Properties

General |

Yiou can get IP zettings azsigned automaticaly if your network, supports
thiz capability. Othenwize, you need to ask pour netwark. adminiztratar for
the apprapriate |P settings.

(O Obtain an IP addiess automatically
() Use the following IP address:

1P address: 192 168 . 20 . 2
| P — |
Subnet mask: | 299299 280 0

...........................
[k, 8o ¥ |

Drefault gateway:

() Use the falawing DNS server addresses:

Preferred DMS server: . . .

L L —

| . . .

Altemnate OMS server:
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Setting the ISDN-router with user IP-address

The ISDN-router can now again be set in the HTML menu, which is opened after entry of the new
user IP address 192.168.20.1, in the Internet-Explorer or other browser.

3 about:blank - Microsoft Internet Explorer

File  Edit  Wiew = Faworites  Tools  Help :’?
\ua) Back \u} @ @ {;j p Search * Favorites @ B - E’; \_EJ ﬁ .:’i
address | &) http://192, 168.20.1 v| Go  Links >

Connect to 192.168.20.1

User name: | €7 insys v |

Passward: | YT |

[CIremember my password

L QK J [ Cancel

@ Opening page http:/f192,168.20.1/... CELET & Inkernet
During log-in new altered user name and  [ESESEREEEEEEEE "
the corresponding password must be Q- © M@ G POt e @3- 5 3 -[J B

entered. ki i]m.rim.l.sa.:n.lr > e

After successful log-in the main menu

,Home" is reached. DHCP
Further setting options can be selected
from the navigation list on the left.
= DHCP Client O Start
®stop
In the window ,, Basic Settings” the
existing settings can again be checked. kit
e
In the window , DHCP* both settings must &)
remain on , Stop*“.

!
i

B irtene
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In the window ,, ISDN* the own telephone
number of the ISDN router connection is
entered under , MSN:“ .

Under ,Only allow these caller
numbers: ...“ 5 telephone numbers can
be entered, which receive incoming calls.

This setting ensures high security against
unauthorised access to the ISDN-modem-
router.

In the window ,, Dial-In* all settings
pertaining to call pick-up and connection
are done.

Initially, the ,, Activate Dial-In“
must be setto, Yes".

Under ,Idle Time ..." the time, after
which the modem interrupts the
connection, when no further data transfer
takes place, may be set in seconds. The
basic setting of 60 seconds should maybe
be increased.

To increase access security, the
L~Authenticate Dial-In“
should be setto , Yes”.

Under , Authentication for Dial-In“
various rights of access for different users
may be assigned, e.g. ,Username:*
siemens and the ,, Password:* geheim
for the first user.

NOTE!

Mind higher and lower case writing!

These access data will later be used for
connection of the office modem.

Power Transmission and Distribution
Energy Automation

) INSYS MoltoS - Microsoll Intesnel Explorer =1
B ER Yew Fogodes Toth Hep ar
Q-0 &8 " ok lermotn @) -0 M - g3

] hirpii192.160.20.11

» B -

ISDN
M [

m]_ Only allow these caar numbers

Dial-Out Caler Number 1° 4393635
T o

Caler Number 3

Outputs CaBar Number <

. Callor Mumber 5

Hel ov!
T INSYS Mollo5 - Microsoft Interne! Explorer =13
B0 ES  Yew Fgeies Jook  Help &
OO REAG Pmo droom @3- % #-LE B

] b9z 160,201

v Ey o -

Home

Dial-In

Basic Settings

o

I
n
L

Activate Dhakin. @ Yes
QMo

@
g
=

Dial-Out

Idla tima (in seconds) &0
Outputs

System
Hel

Authenticate Diakln @& Yes
ONo

3 INSYS MoloS - Microsoll Internel Explorer
B £ Yew Fgodes Doch Hep

Qe -

8] eidi192.160.20.11

BB G O3

Fovectes ) - W -

Home

Authenticale Dial-in' @& Yes
ONo

Basic Settings

DHCP

Authentication for Dial-n

Authentication with
PAP  CHAP

ehaim (o] (o]

Usemanma Password

Dial-Out S

Outputs

| _Home Sl
[ _DHCP
ISDN

System

Halp

(3
g

D Interrst

HELP_DIG48_SIP4_INSYS_MOROS_ISDN_EN100_EN1.DOC

Seite 15 von 25

A7 NO A"NNO

SIEMENS

slemens-russia.com


http://siemens-russia.com/

SIEMENS

Power Transmission and Distribution
Energy Automation

3 INSYS MoltoS - Microsall Internel Explorer

Ow-© W@

] hirpiif192.160.20,11

AIFSEEE

B ER Yew Fgodes Dok Hep

Fovertes ) -

The , Local IP-Address of PPP-
Connection* and the , Remote IP-

Address*” are used for the temporary
connection. They can, do however not
need to be changed.

[ Dial-in
A , Gateway for Dial-In-Connections*
can, does however not need to be | inputs
entered

Hel

Confirm all settings with , OK*.

The windows , Dial-Out”, , Inputs*® Do E8 Yon Foois Dmh b
Q- © M@ A PDwo frreems @ 23-

and , Outputs” are not described here,

] b9z 160,201

I INSYS MolloS  Microsall Internel Explorer

Local IP-Address ol PPP-Connechion: 1921682541
FRemote [P-Address:

192 168 2542

Gateway for Diakin-Connections

Confirm all

3

as they do not contain any relevant
settings for this application.

Home

Basic Settings

In the window ,, System* the system time e
can be set under , Time"“ with , Set

System

Time

ISDN
Systemtime to:* and under , Timezone" | qurmm— e
the time zone may be entered SetSystemumeto:[17 | o7 | Jeoor | o7 [

Timazonsa | UTC -
[ Inputs

Save the settings with , OK*. I e

Hel

Reset
In the window ,, System“, no further
settings are required under , Reset” and = ® 5
~Update” .
"

Under , System Data“ (no longer visible D68 e tewe 1 B _ _ r
at the bottom in the picture on the right) O O hae /R ORI e

the current device data is displayed.

With the button , Help“ a new window is =08
opened and general help is offered for @
every page.
[ inputs )
) i
When all settings have been saved with
»OK", the ISDN router has been set e
correctly and the explorer window can be
closed.
8] Ceone

@ Resat
© Load Default Configuration and reset

Update

An upload can last several minutas

[ox]

Browse.
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Setting up a Dial-up connection

The ISDN-connection between the office modem INSYS Pocket ISDN, and the ISDN-modem router

MoRoS in the substation is established via a Dial-up connection. Besides the telephone number, the
user name and password are also defined here.

™ Network Connections

File Edit ‘“iew Favorites Tools Advanced Help aﬂ'
0 Back = () ir - search Folders ¥ 3 X 2) Ev
fddress | & Netwaork Connections i a Go
Mame Tvpe Status Device Marme Phone #

LAN or High-Speed Internet

<4 1394 Connection LAN or High-Speed Internet Connected, Firewalled 1394 Met Adapter

<L Local Area Connection LAM ar High-Speed Internet Connected, Firewalled Intel 8255x-based PCI Etherne. ..
Wiz_ﬁl__r_d

Mew Connection Wizard Wizard

'_'-;5 Nebwark Setup Wizard Wizard

In the Windows ,, Control Panel” of the office PC, the file , Network Connenctions* is opened and
subsequently the , New Connenction Wizard" is started.

New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:

* Connect to the Internet.

* Connect to a private network., such as your workplace
netwark.

* Setup a home or small office network.

To contirue, click Mext.

Continue with , Next >*.

[ Mext> |[ Cancel
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. . Metwork Connection Type
In this wmqlow the ,, Ngetwor_k \what do you want to da?
Connenction Type" is defined.
(") Connect to the Intemet
A " Connect to th e networ k atm y Connect to the Internet so you can browse the ‘Web and read email
Workplace“ (3)Connect to the network at my workplace
iS SeleCted. Caonnect to a buziness netwark, [using dialup or YPM) 20 pou can wark from home,

a field office, or anather location.

() Set up a home or small office network
Cannect to an existing harme ar small office nebwark or set up a new ohe.

() Set up an advanced connection

Connect directly to another computer uzsing your senal, parallel, or infrared port, or
zet up thiz computer 2o that other camputers can connect ta it

"NeXt> ’ < Back ” Mext » ]’ Cancel ]

New Connection Wizard
Metwork Connection
How do you want bo connect bo the network at your workplace?

Create the following connection:

In this window the , Network
connection” is defined.

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwark ISON] phone line.

il . w () ¥irtual Private Network connection
A ” Di al u p connection® is SeIeCted' Caonnect to the netwark, Lzing a vitual private netwark, WYPN] connection over the
Internet.
. Next >*

’ < Back ” Mext » ]’ Cancel ]

New Connection Wizard
Select a Device
Thiz iz the device that will be uzed to make the connection.

Y'ou have more than one dial-up device on your computer.

Select the devices to use in this connection:

The Correc_t device (office modem) is 1458 Modem - Lucent T echnalogies Soft Madem AMR [COM3]
selected with a check. badem - TA+POX [PPP, v 10] (COM1)

Here this is the , Modem — TA+POX
(PPP, V.120, X.25, V.110) (COM1)".

» Next >*

< Back ” Mext » ]’ Cancel
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Under ,Company Name"“ an available
and distinct Connection name is entered.

As this name is also allocated to the
Shortcut on the Desktop , the
corresponding Substation name can be
entered, e.g. , Substation West".

» Next >*

Under ,Phone number” the complete
telephone number of the substation
modem is entered.

Note! All dial-up number and prefixes
(e.g. “0”") must be entered.

- Next >*

Here a ,Add a shortcut to this
connection to my desktop“ can be
checked. This simplifies the selection of a
connection to a certain substation later.

The connection is saved with , Finish*
and the process is finished.

Power Transmission and Distribution
Energy Automation

New Connection Wizard
Connection Mame
Specify a name for this connection to your workplace.

Tupe a name far this connection in the following bos,
Company Mame

Substation YWest

Far exarmple, you could type the name of your workplace or the name of a server you
will connect bo.

[ < Back ” Mext » ][ Cancel ]

New Connection Wizard
Phone Humber to Dial
What is the phone number you will uze to make this connection™

Type the phone number belaw.

Phone number;
4399637

“r'ou might need to include a """ or the area code. or both. If you are naot sure
you need the extra numbers, dial the phone number on your telephone. [ you
hear a modem sound, the number dialed is comect.

< Back ” Mext » ][ Cancel

Mew Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Substation West
* Share with all ugers of thiz computer

The connection will be saved in the Network,
Cannections folder.

[¥]i&dd a shartcut ba this connection ko my deskior

To create the connection and cloge this wizard, click Finish,

< Back “ Finizh ][ Cancel
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Setting the Dial-up connection

After the set-up of the Dial-up connection has been finalised, the window for the connection is
immediately opened. However, before the Dial-up connection can be started, a few settings must be
done.

Connect Substation West

In the window ,, Connect Substation West" the
»User name:* and the ,Password:* must be
entered to establish a connection. These were
previously stored in the ISDN router which is to be
called.

NOTE! Mind the upper and lower case!

By checking ,, Save this user name and password
for the following users:* the user name and

L ser name; siemens

password could be stored for further calls. - | ‘
Pazzsword: |"“" ‘

NOTE Storing this information constitutes a security

risk. and is not recommended. [] Save this uger name and password for the following users:

Under , Dial” the telephone number has already

been entered. Here the telephone number can again

be checked and changed if needed. Dial 4339537 v |

Dial l [ Cancel l [ Properties ] [ Help ]

Continue with , Properties”.

£~ Substation West Properties

General |Dpti0ns Security | Metworking | Advanced

In the window ,, Substation West Properties” the Connect using:

“Modem — TA+POX (PPP, V.120, ...“ is checked as ; % 110] [COM1 J

the Onh{ modem. [ 228 Modem - Lucent Technologies Soft Modem AMR [CC J

31

S | >

The check at , All devices call the same numbers* , _ :

should be removed, as this is not common in Bl ec e o e

practice. Phone number for TA+POR [PRP, %120, %25, %.110)

Phone number:

Under ,Phone number for , TA+POX (PPP, ...“ the 4333637 | [ Atemates |
telephone number can again be corrected with
setting and use of the dialling rules.

. . . . « Uze dialing rules
,Show icon in notification area when connected O

is useful here.

Show icon in notification area when connected

[ [1]:8 l [ Cancel
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Under ,, Options* the pre-settings can be retained.

To prevent a connection inadvertently remaining un-
terminated, a sensible value (eg. 5-10 minutes) can
be entered into the pull-down window , Idle time
before hanging up*

Note:

This value should not be too small, as the connection
could later be automatically terminated, during a
change from one protection device to another.

Power Transmission and Distribution
Energy Automation

f= Substation West Properties

Dialing options
Dizplay progress while connecting
Prompt for name and password, certificate, ete.

[ Include Windaws logon domain
Frompt for phone number

Redialing options

Bedial attempts:

Time between redial attempts:

Idle time before hanging up:

[ Redial if line iz drapped

Multiple devices

Cancel

Under , Security” the security options can be
increased. In this application the pre-settings were
retained.

Securty optiong

(®){T ypical [recommended zettingzk

Walidate my identity az follows:

|.-’-‘qllnw unzecured pazzword

() &dvanced [custom settings]

|nteractive logon and zcripting
[] Shew terminal windaw

] Bun script:

]S l [ Cancel
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t= Substation West Properties

Under , Networking”“ the

» Type of dial-up server | am calling” is set to
PPP: Windows 95/98/NT4/2000, Internet. Type of digkup server | am calling:

FFF: windows 9598/ T 4/2000, [ntermet v|

The selection under , This connection uses the
following items:* can remain as pre-set (see

Figure).

General | Options Security| Metworking | Advanced

Thiz connection uses the follawing itenns:

7 Internet Pratocal [TCRAR)
| B4 J=® 005 Packet Scheduler |
O ng File and Printer Sharing for Microsaft Metwork s

E Client for Microsoft Metwarks ‘

If the element , Internet Protocol (TCP/IP)* is

selected, the following settings must be made under
" Properties“ . Description
Tranzmigzion Contral Protacal/lnternet Pratocol. The default

wide area netwark protocal that provides communication
across diverse interconnected netwarks.

[ Ok l [ Cancel

Internet Protocol (TCP/IP) Properties

General |

You cah get IP settings azsigned autoratically if your netwark:
supports this capability, Othensize, you need to ask your network
administrator for the appropriate [P settings.

Under (®illbtain an IF address automaticall
»Internet Protocol (TCP/IP) Properties* © Use the following IP address:

»,Obtain an IP address automatically*
remains Selected . (&) Obtain DMS server address automatically
() Use the following DMS server addresses:

aF. l [ Cancel
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t= Substation West Properties

In the WlndOW ” Advan CEd" SettlngS I’egardlng | General ” Dptigrﬁ " SECU[“_',J ” Netwmking Advanced

security and common use of an Internet connection
can be made again.

Windows Firewwall

Help protect my computer and network, by
limiting or prevventing access to this
camputer from the Intemet

The settings were not changed.

|ntermet Connection Sharnng

] Allaws other netwark users ta connect through this
corputer's Internet connection

Establizh a dial-up connection whenever 8 computer on
iy nietwork, attempts to access the Internet

Allowy atber network uzers bo control or disable the
shared Internet connection

Leam more about Intermet Connection S
Sharing. Settings

Close all windows with ,, OK“.

IF you're not sure how to st these properties, use
the Netwark S etup \Wizard instead.

QK ] [ Cancel

Connect Substation West

Once all setting windows have been closed with
»OK" only the connection window remains visible.

Lzer narme: ‘ siemens |

Pazzword; ‘""" |

[[] 5ave thiz uzer name and password for the following ugers:

ke only
As all required settings have now been done and Arwane who uses this computer
Saved, the dlal_up Of the |SDN router in the ................................................................................
substation can be started with the button ” Dial”. Diat |439953; v
Dial ] [ Cancel ] [ Fropertiez ] [ Help ]
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Establishing a Dial-up connection to the ISDN-router

Before remote operation to the protection device can be established, the corresponding Dial-up
connection to the ISDN router must be set up.

For a better overview, all

Dial-up connections can be linked to the desktop (see Figure). To do this, they are simply pulled with
the mouse from the window ,, Control Panel“ - ,Network Connections” to the ,, Desktop*.

s Network Connections

File:

Edit  Wiew Favorites  Tools  Advanced  Help -i".."

@ Back - I\..:) Lﬁ; p Search H:“ Folders | ,:5' j x n v
Address |ﬁ_, Metwork, Connections V| G
MName Type Status Device Mame Phone #

Dial-up

s Substation West Dial-up Disconnected, Firewalled TA+POK (PPP, V. 120, ¥.25, %.... 4399637

LAN or High-Speed Internet

A 1394 Connection LAM or High-Speed Internet Connected, Firewalled 1394 Met Adapter
<A Local Area Connection LAN or High-Speed Internet Metwork cable unplugge...  Intel 8255:x-based PCI Etherne. ..

Wizard
[5] Mew Connection wizard Wizard
Q Mebwork Setup Wizard Wizard

<

Iv

Connecting Substation West...

@ Dialing 4399637...

The connection is now established with telephone
number, user name and password.

Cancel

Connecting Substation West...

@ Werifying username and pazswaord.

Once the connection stands, an additional icon is
displayed in the status line,

and a corresponding message issued.

,_irj Substation West is now connected | *

Speed; 64,0 Kbps
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Establishing a connection to the protection device

After all devices have been set correctly, and the Dial-up connection in the substation is active, a
connection to the protection device can be established.

= DIGS| Manager - Region London
File Edit Insert Device Wiew Options window  Help

O & By 2% 52 & [ <NoFiers - BEM N

Region London ; FSJEI Va2 ; 7SJEIIVAE
(23 Substation East

(23 Substation West enydeyice

: — Connhection type———————————— [~ Connection properties
[#-[(0 Feeder 3
 Difline Mo settings required far this connection type.
" Direct
 LSE

" Modem connection

Cancel |

Press F1 to get Help. | | | | | /A

In the window ,, Open device" “Ethernet” is selected under ,Connection type" and confirmed with
» OK®.

For the set-up and termination of a connection to the protection device, the following order must be
followed:

Open the substation with the protection devices that are to be operated in DIGSI 4.
Open the Dial-up connection via the corresponding desktop icon.
Enter user name and password and dial.

Open the first protection device and establish the connection with the connection type
“Ethernet"”.

NOTE: This must be done before the automatic termination by the Dial-up connection or the
router. If necessary increase the Ildle time settings.

While the protection device is online, the connection is not automatically terminated,

as DIGSI 4 constantly transmits data for the purposes of line monitoring.

P w NP

5. After closing the first protection device, immediately dial up the second protection device.
NOTE: See the note under number 4.

After closing the last protection device, terminate the Dial-up connection manually!

DIGSI 4 does not close this data remote connection!

Good luck!
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