SI E M E N S Power Transmission and Distribution
Energy Automation

Remote Control SIPROTEC 4 via Ethernet-Modems 7XV585x and 7XV5655

General

In principle the scope of functions of Ethernet-Modems correspond to the already known analog or
digital telephone modems. Instead of the analog or digital telephone network, the transmission
medium is the well-known Ethernet. For this purpose, the data received at the RS232-interface are
packed into a TCP/IP-protocol and unpacked again at the opposite end for output on the RS232-
interface .Instead of a telephone number, the connection is established from the calling Ethernet
modem (office modem) by selection of an IP address.

This method allows for the simple handling of Ethernet modems by the protection communication
program DIGSI 4 if the following application guidelines are strictly adhered to.

The example outlines a small private network with free IP addresses. The operating PC with
Windows XP and DIGSI 4.50 in this case has a fixed IP address 192.168.10.100. The office modem
has the IP address 192.168.10.161, the substation modems 192.168.10.153 and 192.168.10.154.

Note: This application guide only serves as a additional user information and assumes that the user
has knowledge of the general application guide for the product and its basic functions as described in
the manual.

Approach:

e ¢ |nstalling modem driver in Windows

e« Configuring modems with the configuration tool

Selecting basic data (IP-address and name) of the office modem

Selecting basic data (IP-address and name) of the substation modem

Integration of-PC and Ethernet-Modems into the Ethernet

Selecting the communication parameters (Baud rate, data format etc.) of the office modem

Selecting the communication parameters (Baud rate, data format etc.) of the substation
modem

¢ Inserting telephone directory and modems in the substation manager of DIGSI 4
0 Insert telephone directory with IP addresses
o0 Insert office and substation modem with settings
0 Insert modem connection
e Establish the modem connection
o Start the connection
0 Check the “number” to be dialled (IP address), correct of necessary
0 Check the connection in the report window
o Establishment of connection to the protection device

O O O OO
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Installation of the modem driver

For the operation of an Ethernet modem in a Windows application, it is necessary to install a modem
driver in the Control panel of Windows.

The operating systems Windows NT 4 from SP6a, Windows 2000 or Windows XP (Professional) are
a pre-requisite for this.

The modem driver ipetherModem.inf for the Ethernet-modem may be found on the included CD
»Manuals 7XV5" under ,,Accessories / 7XV585x / Driver".

NOTE! Up-to-date information may be found in the Internet under
www.SIPROTEC.com under Accessories / 7XV585x or applications / remote-control

£ Control Panel -10] =|
File Edit Wiew Favorites Tools  Help | |'f
\_‘) Back - .\j - /_-": Search Fulders ‘ ey |3 x n ‘ -
In the Control panel
Address I{} Cantral Panel j Go
&l Choose , Telephone- and Modem

z = o A H “
""‘“F} options
Date and Time Display Falder Options Fants Fujitsu Display  Fujitsu Pen By dOUbIe-CIICkmg on the icon.

Controls Settings
2{;.“ % ‘_‘({- %:
> @ D 4 = M
@ame InteliR) Internet Java Flug-in Keyboard  Memary Card
Controllers Extre... Opkions Parameter..,

=
Mouse Mebwork

_-;1;} H@ g

Power Options  Printers and  Regional and
Conneckions Faxes Language ...

2 2 ()

Scanners and  Scheduled Set PG/PC Sound Effect Sounds and Speech
Cameras Tasks Interface Manager  Audio Devices LI
v

|Cu:|nFigure vour telephone dialing rules and modem setl| |

Phone and Modem Options 2x|

Dialing Fules  Modems IAdvancedI

,? > The following modems are installed:
Modem [ Attached Ta ADD installs a new modem driver in Windows.
il here Spstemns AC'ST Modem COk3 . . .
P e e e If a modem driver has not yet been installed, Windows
automatically offers an installation window.
Continue with OK.
Add.. | Bemove I Eroperties |

0k I Cancel | Apply |
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Add Hardware Wizard

Install New Modem 3
Do pou want YWindows to detect wour rmodem™?

iredaws will mowe by to detect wour modem. Before
cohtinuing, you should:

1. If the modem is attached to your
computer, make sure it is turned on,

2. Quit any programs that may be using
the moderm.

Click Mest when you are ready to continue,

v Dlon't detect my modem: | will select it from a list:

< Back I Mest » I Cancel |
Add Hardware Wizard
Install Mew Modem o
h Select the manufacturer and model of your modem. |f your modem is not listed, or if you
@‘-@ have an installation disk. click Have Disk.
! Models | -
| dard lade Ty ) :.-Lé’Eommunications cable between bwo computers
he Eommumkahons Elekiroriic [5ie 3-.3’ Parallel cable betwesn two computers o
ora .?.-,',3'Standard 300 bpz Modem
5 Standard 1200 bps Madem
‘ I I LI ‘.‘:.'!? Chavmd-rd 24NN ke bd cdaen LI

Have Digk... |

_.‘g Thiz driver is digitally signed.
Tell me why driver signing is important

{ Back I Mest > I

Caticel |

H Inzert the manufacturer'z installation dizk, and then
make sure that the corect dive iz selected below.

Cancel

x|
_ Comcel |

Copy manufacturer's files from:

= =

J

Browsze.

Power Transmission and Distribution
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The modem must be selected manually.

For this purpose a check is placed in the
field

Select modem
(no automatic detection)

Press Next >.

Install a new modem from

Have Disk...

Select the correct Drive

And search for the modem driver in the
storage medium

Browse...
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Locate File

e

= Drriver

by Recent Documents
Desktop
Iy Documents
:i Iy Computer
e SYSTEM [C)
g Backup [D:]
2 MANUALS_ 75
| ACCESSORIES

Look in:

Ho® &

<o MEMORYBIRD [E:)
|C5) Shared Dacuments
[23) My Dacuments

‘:i My Metwork Places

File name: Open

Files of type: Cancel

IipetherM aderm_vZ.inf j
=l

ISetup Infarmation [*.inf]

It

2l x
Laook in: IE} Drriver j O ? R
| _whi_enf
fipetherModem_v2.inf
File name: IipetherM odem_vZ.inf j Open I
Files of type: ISetup Infarmation [*.inf] j Cancel /l
2

Install From Disk

[x

Ingert the manufacturer's installation dizk, and then
make sure that the corect drive iz selected below.

Cancel

d

LCopy manufacturer's files from:

ANLALS _7:vEhACCE S SORIESATWEESEADrivder j Erowsze... |
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The modem driver is located on the
CD

Manuals 7XV5

path

Accessories / 7XV585x / Driver / ...
and

Open

Select the driver file
ipetherModem.inf and

Open

Confirm with

OK
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Add Hardware Wizard

Install New Modem

o

Select the manufacturer and model of vour madem. If vour modern iz not listed, o if vou
@3@ have an installation dizk, click Have Disk.

Modelz |
Siemens - ipEther.Modem Y2

Thiz driver iz not digitally signed!
Tell me why driver signing is imporkant

Have Disk... |

< Back Cancel |

Add Hardware Wizard

Install New Modem
Select the partfz] pou want to install the modern on.

You have zelected the fallowing modem:
ISiemens - ipEther. Modem 2

O which ports da pou want to install it?

Al ports
* Selected ports

< Back I Mest » I

Cancel

Hardware Installation

N

The zoftware you are installing far this hardware:

Siemens - ipE ther.Modem 42

has not pazzed Windows Logo testing ta verify it compatibility
with Windows =P, [Tell me why this testing is important. |

Continuing your ingtallation of thiz zoftware may impair
or destabilize the correct operation of pour spstem
either immediately or in the future. Microzoft strongly
recommends that you stop thiz inztallation now and
contact the hardware vendor for zoftware that has
pazzed Windows Logo testing.

Continue Anyway
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Mark the modem model.
Siemens — ipEtherModem

It may be ignored that this driver has no
digital signature.

Next >

Select the serial connection,
e.g. COM1

to which the Ethernet modem will later
be connected.

Next >

This warning from Windows XP may be
ignored. The driver was tested with
Windows XP.

Continue with

Continue Anyway
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Add Hardware Wizard

Install New Modem
tadem installation iz finizhed!

o

Your modem has been zet up successiully.

If pau want to change these settings, double-click the
Fhane atnd Moder Optiohs icon in Contral Panel, click the
Modems tab, select this modem, and then click Properties.

< Back Carzel |
Phone and Modem Options e |
Dialing Rules  Modems | Advanced
17— The following modems are installed:
Modem | Attached To |
@ Agere Systems AC'ST Modem COM3
<# Mokia D211 GSM modem Mot prezent

Siemens - ipEther Madern 42

Add... | Bemaove | Froperties |

Cancel | Lpply |

Siemens - ipEther.Modem ¥2 Properties cd |
General Modem | Diagnostics Advancedl Diriveer I

Fort:  COME
— Speaker valume

low | f——— Hish

i 1

r— Mauimum Port Speed
i~ Dial Contral

I | it b, difal barie: Befare disling

()3 I Cancel
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The installation is completed with
Finish

Overview of the modem drivers installed
in Windows.

With Properties the settings of the
marked modems may be checked and
changed.

The maximum baud rate to the terminal
device may be set here.

This baud rate is set to 57600 Bd for
all applications and may not be
changed.
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Siemens - ipEther.Modem ¥2 Properties 21xl
General I Modem I Diagrostics  Advanesd | Dirivver I

Extra Settings

Estra initialization commands:
|

Change Default Preferences. .. I
[1]3 I Cancel
Siemens - ipEther.Modem ¥2 Defaultf. 2 x|

General | Advanced I

— Call preferences

[T Disconnect a call if idle far more than I ming
Cancel the call if not connected within I E0T

r~ Data Connection Preferences

Port speed: |G
Data Protocol: I ]'
Compression: I Siemens - ipEther.Modem ¥2 Default;f i 2 x|
Flow contral: I General Advanced I
~ Hardware Settings
Databis R - |
Barity: INDHB ﬂ
Stop bits: I'I ﬂ
Iodulation: I ﬂ
ok I Cancel |

Power Transmission and Distribution
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In the area “Advanced” no ,further
initialising commands" need to be
entered.

These additional commands are later
entered in DIGSI 4.

No settings need to be made under
“Alter standard settings”.

For control purposes the standard settings may be
opened.

The setting ,57600" and ,, (8N1)“
should be used for all applications.

Please do not change this!

Close all Windows with , OK* and

Restart the PC.

Note: The settings of the modem driver are accepted by DIGSI 4 and are then used by the

office modem during the dial-up process.
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Setting Ethernet-modems with the configuration tool

All modems are factory pre-set on delivery; this setting must be adapted to the individual
applications. This may in principle be done with a terminal program via the RS232 interface,
the simplest method however being the use of the configuration tool on a PC which is
connected to an Ethernet modem with a crossed patch cable.

The installation of the configuration tools is described at length in the Ethernet modem
manual; the crossed path cable is included in the scope of delivery.

When the Ethernet modem is supplied with auxiliary voltage and connected to the operating
PC via the crossed patch cable, the configuration tool is started. The modem should be
found immediately after the start.

[®ipEther Config 1.1.1595.14261 “E =10] x|
—ipEther Devices found in the local Metwork [press right mouse button)
1D | Hame | Info | IP Addiess | AL | Device Type | Velsionl In Uze | Fazzword requiredl Logged in| Fing DK| in IocaINetl
a0... 101051 00.09.8.00.0550  Siemensz Modem 10,16 Falze Falze True Falze True

Note: In this example, the operating PC is allocated with fixed addresses.
IP-address: 192.168.10.100
Sub-net mask: 255.255.255.0

11 Annc
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Allocating an IP-address and name to the Office Modem

In the private network (LAN) or the public network the Ethernet-modem must be allocated with an
own, unique IP address.

®ipEther Config 1.1.1595.14261 - Ol x|

—ipEther Devices found in the local Metwork [press right mouse button)

1D | Mame Infi IP Address MAC Device Type WVersion | InUse | Password required | Logged in | Ping OK. | in local Net
el
Set Mame

Change Password
Upload Firrware
Delete

Login

add manuelly
Show internal Trace

Properties

Click on the pre-set IP address (10.10.5.1) with the right mouse button. An option box is opened.

Set IP Address ' Device name '
success RS
|192.168.10.161 . | Difice]
\!J) IP changed
]S Cancel | 0. | Cancel |
Y A

Select “ Set IP” in the option box, enter the new IP address (here 192.168.10.161)
and confirm with “OK”.

Select “Set Name" in the option box, enter the modem name (here Office) and confirm with “ OK*.

[®ipEther Config 1.1.1595.14261 i : =1ol =]

—ipEther Devices found in the local Metwark [press right mouse button]

1D | Hame | |nfo | |P Address | MAC | Device Type | Velsionl In Uze | Fazzword requiredl Logged in| Fing DK| in IocaINetl
A0... | Office 19216810161 00.09.8e.00.0550  Siemens_kModem 10,16 Falze Falze True True Tiue

If the settings are confirmed with “OK" they are saved in the Ethernet-modem. The information
window is up-dated automatically and the Ethernet-modem with its new settings is displayed.

Following a Restart of the configuration tool, the modem with its current settings is located and
displayed. In the column “Ping OK" and ,,in local Net" the displayed “True” confirms that the modem is
now located in the same network segment as the operating PC and that it answers to a “Ping”. The
column “Logged in“ is , True* confirms that other modem parameters may also be set at this point.
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Allocating a name and IP-address to the “ Substation modem”

In the private network (LAN) or the public network the Ethernet-modem must be allocated with an
own, unique IP address

F®ipEther Config 1.1.1595.14261 =] |
—ipEther Devices found in the local Metwork [press right mouse button)

1D | Mame Infi IP Address MAC Device Type WVersion | InUse | Password required | Logged in | Ping OK. | in local Net
B | s - M ode 015
=

Set Mame
Change Password
Upload Firrware
Delete

Login

add manuelly
Show internal Trace

Properties

Click on the pre-set IP address (10.10.5.1) with the right mouse button. An option box is opened.

Set IP Address ' Device name '
success
|192.168.10.153 . |Substation E as
\!J) IP changed
ak. Cancel | Ok, | Cancel |
y d y

Select “ Set IP” in the option box, enter the new IP address (here 192.168.10.153)
and confirm with “OK”.

Select “Set Name" in the option box, enter the modem name (e.qg. distributor east)
and confirm with “OK*".

f®ipEther Config 1.1.1595.14261 1ol x|
—ipEther Devices found in the local Metwork [press right mouse button) .
1D | Mame | Infa | IP Addrezs | AL | Device Type | Versionl It Jze | Fazzword requiredl Lagged in| Firg EIKl i IocaINetl
54, Substation East 19216810153 00.09.82.00.0554  Siemens_Mad... 1016 Falze Falze True True True

If the settings are confirmed with “OK" they are saved in the Ethernet-modem. The information
window is up-dated automatically and the Ethernet-modem with its new settings is displayed.

Following a fresh start of the configuration tool, the modem with its current settings is located and
displayed. In the column “Ping OK" and ,,in local Net" the displayed “True" confirms that the modem is
now located in the same network segment as the operating PC and that it answers to a “Ping”. The

column “Logged in“ is ,True“ confirms that other modem parameters may also be set at this point
(refer to the following chapters).
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Integrating the modem into a network

After the modems have been allocated with their unique IP-addresses, they may be integrated into
the network. The simplest local network may be constructed with a central router, switch or hub, to
outputs of which all participants are connected via a patch cable (not crossed) (see Figure).

WAN (Private Network)

I Router / Switch

up 1 2 3 4
= [ = = R = [ |

5
[al
] A LAN |

6
[al

Patch-Cable

Substation- | Substation- FO-Cable 6XV8100

Ethernet- Patch-Cable

) modem 1 modem 2
Off|ge-Modem 7XV5850 o oEOEOE om
with powersupply i —
fr3f sewes % Ethernet- Ethernet- Mini-Star- RS485-FO
> | B e D For modem Modem Modem coupler Converter
8888 = configuration 7XV5655 7XV5655 7XV5450 7XV5650
0I"I|y 00 o000 00 000 2000 0000
Lo —
RS232-Cable / 4
7XV5100-4
RS485-Bus-cable 7XV5103 7XV5103
Config'TOOI SIPROTEC SIPROTEC SIPROTEC SEEe N ;“m oo oo
DIGSI 4 == o : : :
S g H =] =]
UUD o o DSSSD
o o oo [o[e]e] jo[e]e]
: ' Sleietels gga Gt
:] o o o o o o
B OOog B OOoO B D0Oo
CoOooDoooOoOoEom m B OoO m B OoO m B DOoo @
B OOog B OoOoo |_Ielele] I
Station-PC for = oan = fa8 L
Remote control ) -
and Configuration for SIPROTEC 4 Max. 31 SIPROTEC 4 Devices Max. 4 SIPROTEC 3 Devices Max. 31 SIPROTEC 3
the Ethernet-Modems with Ethernet- with RS485-Interface with optical Interface Devices with
Interface RS485-Interface

With this application, the “station PC” may be used to configure all Ethernet-modems applied in the
network; and operate all protection devices with DIGSI.

The configuration of the Ethernet-modems is done with the configuration tool on the “station PC” via
the Ethernet connection (patch cable) to the router or switch and via the network to the Ethernet-
modems.

To operate the protection devices, DIGSI 4 REMOTE is used on the “station PC” to establish a
modem connection via the RS232-interface to the office modem, via the Ethernet (router or switch) to
the substation modem and continuing to the protection devices.
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Setting communication parameters of the office modem

The office modem is only assigned with its basic settings of the RS232 communication parameters.
When dial-up to a substation modem takes place with DIGSI 4, other settings (e.g. TC57) are re-set
to the factory settings. The settings of the RS232 interface and the password protection remain
unchanged.

Note: When the RS232-interface settings have been completed, the RS232 interface may from then
on only be accessed with these settings.

To access the further settings of the office modem, the option window of the desired modem is
opened with the right mouse button; then “Properties” is selected.

f®ipEther Config 1.1.1595.14261 -0 x|
—ipEther Devices found in the local Metwork [press night mouse button) '
18] | Mame | Info | IP &ddress | AL | Device Type | \-"elsionl In Uze | Fazzword lequiredl Logged in| Fing DKl in local Netl
54, Substation East 192168.10.153 00.09.8e.000554 Siemens Modem 1016 Falze Falze True Falze True
B lmfes I |[EETREE mmg:gffﬂw
Set Mame

Change Password
Upload Firmware
Delete

Longine

Add manuelly
Show internal Trace

Properties

Alternatively the setting windows may be accessed by a double-click of the left mouse button on the
desired line.

ﬂg]Siemens Ethernet Modem Propetties 10.0.15.:_' x|

| Modem | R5232| TC57 | INetinfo | About |

TCP/IP - settings

—Infa

In this window, under “Info” the MAC- and IP- MAC [60.05 e 00.05.50
address as well as the “Name* of the modem may IF [152 768 10161
be checked. Name [Difice

The entry “Default Gateway" is not altered

in this example i.e. it remains 0.0.0.0. e oo
Subret Mask | 255, 256.255.0

) . I— automatically |DDDD

The “Sub-net Mask* is used for the selected Lomecitn..

IP-address 255.255.255.0.

The field “automatically Connect to..."
is only used for leased lines.

Qk I Sppl Cancel
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Modem - Settings

In this window only the field “local Echo on (E1) must
(may) be checked.

RS232 - Settings

In the window “RS232“ the RS232-interface
parameters are set.

The office modem should in general be set to
Baudrate 57600 Databits 8 Parity No Stop (Bits) 1
The other basic settings

TotalReadTimeout, CharDistance,

Should not be changed.

TC57 - Settings

For communication with DIGSI- or IEC60870-5-1 protocol, the protocol detection TC57 should be

Power Transmission and Distribution
Energy Automation

¥ siemens Ethernet Modem Properties ll].l].ls.'_'_ 4 x|
TCPAP Madem | RS232| TC57 | INetinfo | About |
[ Anawer incoming calls (50=1]
¥ local Echo on [E1)
™ Quite Mode (@1)
[ lgnore DTR [&D0)
[~ R5485 [Half Duplex) &H1
= Enable Pazsword protection (581]
QK. I Apply Cancel
Vi
k|
Baudrate I 57E00 - l
D atabits I g - I
Parity I Hone i I
Stop |1 vl
TotalReadTimeout WE ms
- Wwhat is thiz ¥ |
CharDigtance I 10 3 e
QK. Apply Cancel
| | | .

activated. This is however unnecessary here, as the settings made here are re-set in the office
modem before each dial-up process. The corresponding entry is made in DIGSI 4.

Save all settings with OK and close the window.
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Setting the communication parameters of the substation modem

The settings for the substation modem(s) are done once with the configuration tool i.e. the substation
modem may no longer be initialised with DIGSI 4.

Note: In Windows 2000 and Windows XP the initialisation of the substation modem in DIGSI 4
may later lead to problems during the dial-up process.

To access the further settings of the substation modem “Substation East”, the option window of the
corresponding modem is opened and “Properties” selected.

®ipEther Config 1.1.1595.14261 -1O x|
r—ipEther Devices found in the local Metwork [press right mouse buthon)
| 1D | Mam | Info | IP Address | AL | Device Type | Versionl In Usze | Fazzword lequiledl Logged in| Fing DKl in IocaINetl
Substation E ast 19216810153 [ 000 Falze
B0 Office 19216810161 ooc  SetIP dem 1016 | Fake False Tiue False Tiue

Set Mame
Change Password
Upload Firmware
Delete

Laain

Add manuelly
Show internal Trace

Properties

Alternatively, the setting window may be opened with a double-click of the left mousebutton on the
desired line.

[/ siemens Ethernet Modem Properties ll].l].l.'.'v.; x|

TCP/IP - settings | Modem | R5232| TC57 | Metinfo | About |
—Info
1 1 “ ” raC
In this window, under “Info” the MAC- and IP-address T
as well as the “Name* of the modem may be 1 [192168.10.153
checked. Mame |Substation East
The entry “Default Gateway" is not altered in this Defaut Gatewsy  [00.00
example i.e. it remalr.ls 0.0.0.0. S [255.255 2550
The “Sub-net Mask* is used for the selected IP- [ automatoaly [T
onnect [o...
address 255.255.255.0.
The field “automatically Connect to...“ is only used for
leased lines.
QK. I Aol Cancel 4
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ﬂHSiemens Ethernet Modem Properties llJ.IJ.l_:_ x|

Modem - Settings
TCPAP Modem | R5232| TCS7 | INetirfa| About |

In this window the field “Answer incoming calls

(SO:l)“ must be checked. ¥ Answer incoming calls (S0=1)
The modem only answers after the first ring-tone. I local Echa on (E1)
™ Quite Mode (31

¥ lgnore DTR: (4D0)
[ RS5485 [Half Duplex] &H1
= | Enatle Password protection [S21]

The field “Ignore DTR (&DO0)“ must be checked as
the protection devices and various converters do not
support the control line (Data Terminal Ready).

All other fields may not be checked.

“RS485 (Half Duplex) &H1". Mark this checkbox only
if devices are connected at the RS485 output.

(] I Aipply Cancel
v

s il
RS232 - settings TCPAP| Modem R5232 | TC57 | INetirfo| About |
In the window “RS232" the RS232-interface
parameters are set. St O
Databis F =
In this example for SIPROTEC 4 devices they are S |
Baudrate 57600 S [r—
Databits 8
Pal‘ity NO TotalReadTimeout I‘I':ID 3: ms R
Stop (B|tS) 1 CharDistance I 10 3 s 4'
The other basic settings
TotalReadTimeout, CharDistance,
should not be changed.
QK. I Apply Cancel ﬁ

Note: These settings of the substation modem may be set independently of the settings of the office
modem. If for example SIPROTEC 3 device are to be operated with 9600 Baud and 8E1, only these
settings of the substation modem have to be adapted correspondingly.

The interface parameters of all protection devices connected to one modem must be the same, the
IEC addresses, the service or system interfaces must however be different.
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ﬂgﬁiemens Ethernet Modem Properties 1lZI.lZI.15‘2l5.1--4§_I x|

TCPAP| Modem | RS232 TC57 | INetirfo| About |

TC57 - settings v he[Ee
For communication with DIGSI or IEC60870-5-1
protocol, “use TC57" must be checked.  Fomat FT 1.1

* Fommat FT 1.2

The “Format FT 1.2" is selected (Default).

" FamatFT 2
In the field “Fixed Frame length“2 byte is entered. -
ormat
Save all settings with OK and close the window. Headerlengh [0 =] byte

Fired Frame length I 2 3: byte

QK. I Apply Cancel

Creating a project and substation in DIGSI 4

This description is based on the document ,Central operation of SIPROTEC 4 devices".
Here, a substation for the central operation with 57600 Baud and the data format (Frame) 8N1
was constructed and tested.

The project with substation files, feeder bay and protection devices was created and successfully
tested.

[=] DIGSI Manager - Region London ) —10l=l

File Edit Insert Cewice Wiew Oplions Window Help

D] [l = 5] o] [Fomer 19| 2E|m) x|

'Ei??‘:Regiun London -- C:4\SiemensDigsi4’,D4PROJRegion_L -101x|
[ 15ubstation East [ Substation ‘west [ Phone Book @ Modems

-] Feeder 2
B[] Feeder 2
E|[:| Substation West
#-_] Feeder 1

[ Feeder 2
20 Feeder 3

=10 x|

=2 Substation East

[L0 Feeder 3
- Substation Wwest
(27 Feeder 1
[0 Feeder 2
- Feeder 3

Press F1 ko get Help.
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Creating a telephone directory

By double-clicking on the icon “Telephone directory “, “New” and “Number” in the project, the
“telephone number” of the office modem and all substation modems is saved under “Name” (see
pictures below) with a name. An un-used IP-address must centrally be saved in the “Telephone
directory” for each Ethernet modem. Instead of the fullstops, commas are used in the
IP-address.

The same country dialling codes and the city dialling codes (without 0) must be entered as a dummy
for all modems. During dial-up these codes are hidden.

Properties - Address |
Address
Mame: Ifoice Modem
Mational code: |44
Area code: [7 Properties - Address x|
Address
Mumber: |132.168.10,151
Hame: ISubstation East
Mational code: |44
Area code: I'I 71
Number: [192.168.10,159
Cancel Help |
Properties - Phone Book = x|
Addresses
Phore book:
Office Madem 44 171 192,168,10,161
Substation E ast 44 171 192,168,10,153
Substation West 44 171 192.168.10,154 Propetiss. |
If the windows were all closed with -
“OK?”, the settings may be checked
in the control window.
When this window is closed with
“OK”, all settings are saved in the
telephone directory.
Delete |
QK. | Cancel | Help |
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Creating an office modem in DIGSI 4

When the modem driver for the Ethernet modem together with its settings has been successfully
installed, and the telephone directory been filled, the office modem may be created in DIGSI 4.

Properties - Modem i |

Settings |

By double-clicking on the icon
“Modems” in the project, the office Hame: [Ofice Modsm
modem is created with “New” and a

g \ ' Initializs moderm: JAT 5381
name e.g. office modem is assigned
Under “Name”. Modem driver: ISiemens-ipEther.ModemV2 j
Properties. .. |
In “Modem initialisation“ the command
AT S38=1 is entered. dssigned address: Office: Modem 44 171 19216810161 =l

ak. | Cancel Help
Definition of commands:
e AT always initiates the command string.
e +3538=1 TC57 switching on protocol detection (DIGSI / IEC60870).

The other TC57-settings S39 and S40 are basic settings.

Note: The office modem is re-initialised during each dial-up. Initially the commands of the Windows
driver are sent and thereafter the commands from “Modem initialisation”. Lastly the actual dial-up
string to the modem is transferred. For more clarity, spaces may be placed between the commands;
these are ignored by the modem.

Under “Modem driver” the already installed modem driver is selected.

The "Assigned address” for the office modem is selected from the telephone directory

NOTE for DIGSI older V4.70 only !l

The button “Properties...“ may not be used.

The settings of the office modem were fixed when the driver was installed. If the settings have to be
changed, the modem driver must again be installed
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Creating a substation modem in DIGSI 4

To achieve a modem connection to a substation, a substation modem with modem driver and
“assigned address” must be created in DIGSI 4.

By double-clicking on the icon Propestics JMELA [x]
“Modems” in the project, the Setings |
substation modem is created with Narme: [Substation East

“New”, and a name is allocated by
entering a name under “Name”, e.g.

Initizlize madarm: I

SU bStation east. Modemn driver: ISiemens - ipEther Modem V2 j
Under “Modem initialisation” nothing |
Properties. ..

is entered, as the substation modem
was already initialised with the
configuration tool.

Under modem driver the already
installed modem driver is selected as
was the case with the office modem.

The button " Properties ..." of the
modem driver must not be used, as
the dial-up procedure then no longer =
functions securely. x|

P — Substation E ast 44 171 192,168,10,153 =]

Cancel Help

NOTE !!l The button ,Properties...” must not be used.
The substation modem may only be initialised with the configuration tool.

Note: If the “Properties window” was accidentally opened, it must be closed with Cancel.

The “Assigned address:*” is selected from the telephone directory.

Properties - Modems . x|
Modemns
Prafile:
Office Modem
Substation Easzt
When the modems have all been Substation West roperies.._|
created, they are listed in the
overview window.
|nitiglize |
Hangup |
Iake ready |
Delete |
ak. | Cancel | Help |
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Setting a modem connection in DIGSI 4

A modem Connec‘non must be [] DIGSI Manager - Region London B 1ol =|

estabhshed for the Substatlon File E’d:t Insert Devicen\p‘iev:l Opt\nns: dew Help. - -
e.g. distributor east. This defines D] 4|%ie] 2f H Sl [vorie =1 %| BE|m| x|

. . 'E’T‘:‘:Region London -- C:\Siemens’,Digsi4, D4PROJ\Region_L i ] |
WhICh mOdemS Wlth E-£&2) Region London [_FFeeder 1 [Feeder 2 [_]Feeder
K . = @8 Subwtetion East resae
corr_espondlng settings and fo e —
assigned IP-addresses 8 Fesder 1 o =
- #-[_] Feeder 2
(telephone numbers) will be | 0 Fooda 3 < ciie
. A5LE. !
used for the connection = —
arrangement' SIPROTEC device
Existing Y¥3/%2 device ¥
Mods ection Configure DOSDIGST
IR.C combination E;I;Z?ure [DHEBNS) oo

Channel switch X
Device -= DIGSI {Plug Play)...

Irnport Device ...
Update process bus data

Existing V3 system
IECA1850 skation
Other IEC61850 communicatar

Object Properties... Ale+Return

Insetts Modem Connection at the cursor position, i
Properties - Modem Connection 5'
Modem Assignment
Local modem: Ifoice Madem j
When the modem connection for this ——
substation has been created, the
modems may be selected under
“Properties modem connection”. :
Remate modem: Substation West ﬂ
Ll Cancel Help
_DIGSI Manager - Region London =] 4
File Edit Insert Dewvice Wiew Options ‘Window Help
) P e =) e [ Mo Fiter » 1% B2m| A2
For this purpose, a “modem = ——— —— |
. " . . ‘=% Region London -- C:Siemens’Digsi4'D4PROJ,Region_L
connection” must be inserted in Frogion Lodan Cfesder2 Jfesder s T —
i X A A 2 & Substation Exe ol i
the substation file with the right & St
mouse button. -] Feeder |
([ Feeder 2
-] Feeder 3
Press F1 ko get Help, | A

All settings in DIGSI 4 are now complete and the office modem may be connected with the operating
PC via the included modem cable.

11 Annc
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Establishing a modem connection to a remote modem

The modem connection may be established by double-clicking on “modem connection” and then
selecting the device, or directly from the selected protection device.

Under “Connection type”, the
item “modem connection” is
selected.

The displayed connection is
checked in “modem
connection”, alternatively the
correct one is selected.

The “rear” service interface
is mostly selected as “device
interface”, this being the
interface via which the
protection device is
connected to the substation
modem.

Thereafter the connection is
established with “OK”.

In the following window, the
“telephone number to be
dialled” (here the IP-
address) is displayed and
may be checked.

Should too many zeroes or a
dialling code be displayed,
these may be deleted under
“change location”. Should
this not be of assistance,
please check the complete
entry of the “telephone
number” in the telephone
directory (see creating a
telephone directory). The
dial-up procedure may be
checked in the “report
window”.

When the modem
connection has been
established, the connection
to the device is automatically
established.

Good luck.

_DIGSI Manager - Region London
File Edit Insert Device Wiew Options Window Help

I [ 3]

] = A S N =

= [< Mo Fiter >

~1%| BEm| W

'ET'-‘:Region London -- C:Siemens",Digsi4,D4PROJ,Region
i) TSJE31 W42

=10l

=-£&B Fegion London
[ Substation East
- Substation West

[Z1 Feeder1 Open device
(L] Feeder 2 g : :
[ Feeder 3 — Connection type — Connection properti
" Offline Modem connection:
i IHegion London / Substation \West / Modem Connection j
' hodem cornection Device interface: IBack ‘l
£ FROFBLS Fis 7 Wse channelswitch
. Ethermet
Cancel Help
Press F1 to get Help, T T T T i
_DIGSI Manager - Region London o ] 4
File Edit Insert Device Wiew Options Window  Help
D] & Bl 2 ) [ < No Fiter > 1% BEm s |
(ol ]

o] 7SJEI VA2

Establish Modem Connection

-] Feeder 3
@ Feeder ™ “with remote modsm ring back

MNumber to dial 192,168.10,154
Ok | Cancel | Help |

Press F1 to get Help. ! [ [

EEX

B Report

Ubersicht Modemstatusmeldungen

Meldungen | Datum | Uhrzeit Schliefen
\}) Die Werbindung zum lokalen Modem konnte hergestell werden.  18.02.2004 14:26:31 Exportieren...
L_i\) Der Verbindungzaufbau zum fermen Modern findet statt. 18.02.2004 14:26:31

) Verbindung zum fermen Modem mit 57600 Bits pro Gekurde, 18022004 14:26:31 Laschen

Alles lozchen

Drucken...
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